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Abstract: Software systems experience gradual performance degradation despite of which 

they are required to perform service, though at a degraded level. Different preventive and 

corrective techniques (restart, rejuvenation etc.) have been applied to restore efficient 

service of the system. In this paper, we model the process of degradation together with the 

corrective actions of minimal repair, major repair and restart technique via a semi-Markov 

process. In addition, at the lower level, we propose a performance model to study the 

impact of load on degradation, using Markov reward models. Closed-form solution for the 

dependability of the system in terms of availability, reliability and maintainability are 

obtained. The proposed model is also compared with an existing model. The analysis 

conducted, using numerical results, indicates the efficiency of our approach. 

Keywords: Minimal repair, major repair, semi-Markov process, Markov reward model, 

performance, dependability. 

1. Introduction 

The modern society relies on the fault-free complex computing systems that are 

designed to provide reliable and continuous service despite some failure. However, once 

the system starts, potential fault conditions gradually accumulate leading to degraded 

performance. Therefore, mechanisms with the ability to detect and correct the system 

performance are required. [1] states that there are three ways to encounter system faults: 

restart, software rejuvenation and checkpointing. This is called condition-based 

maintenance (CBM); but these methodologies have their own limitations. In [2], recent 

research developments are reviewed and summarized together withcurrent practices, 

possible future trends, utility and importance of CBM in diagnostics and prognostics of 

mechanical systems. The author has laid emphasis on the requirement and importance of 

modeling, algorithms and technologies for data processing and maintenance decision-

making. 

In the past, several strategies have been proposed to improve system performance. In 

[3] resource degradation using a semi-Markov process (SMP) is examined. Degradation is 

encountered using the technique of partial and full rejuvenation together with restart 

policy. However, the suggested strategy checks the system for errors only when the 

system reaches the low efficient state only. No check takes place in the medium efficient 

state. Also, the possibility of system recovery after a check is ignored. Infact, the system 

undergoes a compulsory partial or complete rejuvenation. In [4], generalized CBM model 

of the stochastic deterioration of a system together with a set of maintenance actions and a 

scheduled inspection policy that identifies the condition of deterioration, is presented. The 

strategy is studied via Markov decision processes. Thereafter, an optimal cost-effective 

maintenance decision based on the condition revealed at the time of inspection is 

provided.                                                                 
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However, in general, the time interval between the occurrence of the events may not 

follow exponential distribution. Reference [5] also discuss the availability of a 

deteriorating system. The strategy proposed includes a periodic check of the system and 

depending upon the degree deterioration, a corrective or preventive maintenance action is 

performed. [6] presents a deteriorating system with soft and hard failures and the time 

dependent availability is evaluated using MRGP.  

Reference [7] states that software reliability predictions can increase confidence in 

the reliability of mission critical software. Withstanding his conclusion, we propose a 

hierarchical policy to study the system degradation with respect to workload, analytically. 

In Section 2, we develop the top level model depicting the process of degradation together 

with the checkpointing, preventive maintenance and restart policy, via a SMP. A steady 

state analysis of the system is conducted in Section 3. In Section 4, a performance model 

is proposed at the lower level, to analyze the performance of the top level model with 

respect to load. The measures of interest are listed in Section 5. The performance of the 

model is numerically illustrated in Section 6. A comparison of the proposed model with 

an existing model is also made. Finally, the research work is concluded in section 7 with a 

summary of the results obtained. 

Table 1: List of Distributions 

for the Proposed Model 

 

Figure 1: Proposed Degradation Model 
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1. The Degradation Model  

Any fault tolerant degradable system begins in a `robust' state, but degrades 

eventually due to resource consumption by each application or task that arrives to the 

system. Based on this, we classify the system states as mentioned in the following: 
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• State 4: This is the first state of the system. It is a state of `no action', i.e., there are no 

tasks under process at this stage. This is also called the `Robust' state of the system. 

This is an ‘available' state of the system.  

• State 3: This is the `Most Efficient' state of the system. From state 4, the system 

enters state 3 once a task arrives and some resources are used in processing it. In this 

state, sufficient resources are available to process the data. This is an ‘available’ state 

of the system. 

• State 2: This is a `Medium Efficient' state of the system. As more tasks pour into the 

system and more resources are consumed, the impact on the performance is though 

not very astringent, but the efficiency reduces. This is an ‘available’ state of the 

system. 

• State 1: This is a `Low Efficient' state of the system. The system is failure-prone in 

this state, in the sense that in this state the performance of the system becomes 

obtrusive; however the system is able to cope with the degraded resources and 

manages to survive. This is an ‘available’ state of the system. 

• State 0: This is the state of complete failure. A complete restart of the system is 

performed if the system reaches this state. Alternatively, this is the state where the 

system becomes unbearably slow and cannot be repaired without a restart. This is an 

‘unavailable’ state of the system.  

• State 
1C  and State

2C : These are the states in which the system undergoes a check 

for the available/remaining resources or other possible faults. The check 
iC  

corresponds to the check conducted when the system reaches state , 1, 2i i = . The 

check is invoked at regular time intervals. The probability of system being found 

healthy after the check 
i

C  is assumed to be , 1, 2ip i = . This is called the coverage 

probability [8]. The check performed in state 
1

C  is more rigorous than check 
2C  

due to an extended degradation or possible faults in state 1 than in state 2. For the 

same reason,
1 2

p p<  i.e., the probability of returning to state 1 after the check 
1C  

is lesser than the probability of returning to state 2 after the check
2

C . The states 

, 1, 2
i

C i =  are ‘partially-up' (PUP) states of the system, since the tasks or 

applications under process are put on hold and no repair is performed in this state. 

• State m  and State M : These are the states of minimal and major repair, 

respectively. After the check, , 1, 2iC = , if with probability 1 , 1, 2
i

p i− =  the 

system is found to be unhealthy, then it undergoes the preventive action of M  or m , 

suitably. The minimal repair of the system removes accumulated errors and releases 

system resources thereby restoring the system to the last good state, i.e., state 3. 

Major repair restores the system to state 4. This is an ‘unavailable’ state of the 
system. 

The degradation of a fault tolerant system is modeled as a stochastic process 

{ ( ) : 0}X t t ≥  with state space
1 2{4,3,2,1, , , , ,0}C C m MΩ = . The state transition diagram 

is illustrated in Fig. 1. It is proposed, that after the system enters state 3, the system must 

be regularly checked for possible accumulated errors and faults. Thereafter, if required, 

repair must be performed. This action of repair of the system is different from the policy 

of restarting the system and is known as preventive maintenance [1]. The states of the 

system are accordingly classified into UP, DOWN and Partially UP (PUP) states 

according to the action performed in each of the states. The states in which the system is 

‘available’ are the UP states, i.e., UP={4,3,2,1}; the states in which the system undergoes 
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repair, failure or restart are the DOWN states, i.e., DOWN={m, M, 0}; the remaining states 

in which neither blocking or dropping takes place are the PUP states, i.e., PUP={C1, C2}. 

The behavior of resource degradation together with a regular system check and 
maintenance, cause the sojourn time of some states to follow non-exponential distribution. 

However the transition epochs possess Markov property. The process is therefore 

represented via a SMP [9, 10] rather than a continuous time Markov chain. It is assumed 

that the random amount of time spent in states 4, 3, 0, 
1C  and

2
C  are exponentially 

distributed. But since the time to invoke check is generally at fixed time intervals, 

therefore it is assumed to follow deterministic distribution. Since resource exhaustion 
increases with time therefore the time to resource exhaustion possesses an increasing 

failure rate (IFR). Hence the time to resource exhaustion is modeled by Weibull 

distribution with parameter ( , )
i

n λ , 1, 2i =  which is an IFR distribution for 1n > , i.e., 

the time spent in state 2 and 1 follows Weibull distribution. The Log-normal distribution 

is suitable for the phenomenon that arises from the multiplication of a large number of 

error effects [11]. Hence it is assumed that the time spent in states m  and M  follows 

Log-normal distribution. The cumulative distribution functions (CDFs) of the time spent 

in each state are given in Fig. 1(b). 

3. Steady State Analysis 

Now we present the steady state analysis of the SMP { ( ), 0}X t t ≥  model stated in 

section 2 using the two stage method [10]. The elements of the global kernel matrix 

( )K t are defined as:
1 1 0( ) { , | }i jk t P Y j T t Y i= = ≤ = , ,   i j∈ Ω where 

{ ( , ) , 0}
n n

Y T n ≥  is the underlying Markov renewal sequence of the 

SMP{ ( ), 0}X t t ≥ . ( )i jk t represents the probability of the SMP entering state j  from 

state i  in the time interval (0 , ]t . The non-zero elements of ( )K t  are: 
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where 2

0

2
( )

y

zerf y e dz
π

−= ∫ is the error function. 

The non-zero elements of the one step transition probability matrix ( )P K= ∞ are: 

43 32 04 3 4 1m Mp p p p p= = = = =  

2 2 1 1

2 2 1 1
2 21 2 1 10 1

2 2 1 1

, 1 ,  , 1
2 2

.
C C C C

T T
p erf p p p erf p p

T T

λ λπ π
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= = − = = −   

   
 



       Semi-Markov Modeling Approach for Deteriorating Systems with Preventive Maintenance       519 

 

By solving the system of equations
( ) ,  1i

i

Kν ν ν
∈ Ω

= ∞ =∑
� � , for the vector ν

�  of steady 

state probabilities, we obtain the steady state probability of the embedded Markov chain 

(EMC). Thereafter the steady state probability for the SMP model are given by: 

,    i i
i

j j

j

h
i

h

ν
π

ν
∈ Ω

= ∈ Ω
∑

, where 
i

h  is the mean sojourn time in state i, i ∈ Ω . With the 

distribution of time spent in each state mentioned in Table 1, the mean sojourn times are 

evaluated as follows: 

2 2

1 2

2 2
4 3 0

4 3 04

1 1 1 1 1
, , , , , ,

m M
m M

C C m Mh h h h h h e h e

σ σ
µ µ
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+ +

= = = = = = =  

In particular, for states 2 and 1, the time spent in these states is the minimum of the 

time in which the system moves to the next state, i.e., either the check state or the next 

state of degradation. Let 
2Z  be the random variable denoting the time spent in state 2. 

Then 
2 min{ , }Z X Y= , where X  is the random time required to move from state 2 to 

state 1, following Weibull distribution and Y  is the time interval in which check is 
invoked, following the degenerate distribution. Hence: 

2

2

2 2

, if 

if 

t t T
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T t T
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We can evaluate the mean time spent in the two states. On simplification, we obtain:  
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Similarly, the mean time spent in state 1 is: 
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4. The Performance Model 

Each state of degradation is identified by the amount of resources left in the system. 

As mentioned earlier, the degradation of the system is a direct consequence of the load of 

tasks or applications arriving to the system which consume the system resources. For this 

reason we suppose that the system can sustain atmost 
1

1k +  tasks. Of these tasks, upto 

3
k  tasks are comfortably processed in state 3; upto 

2k  tasks in state 2 and upto 
1k  

tasks in state 1 (
3 2 1

k k k< < ) (the other states are state of no action or PUP states or 

DOWN states). The arrival of 
1( 1)

th
k +  task, moves the system state from state 1 to state 

0. Also, 
3 2 3 1 2

k k k k k> − > − , since the number of tasks that are supported with 

reduced resources, reduces. The number of tasks being processed in a particular state can 

be viewed as the costs of degradation incurred in each state. 
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Figure 2: Performance Model 

The load arriving to the system is modeled as an 
1 1/ / 1 / 1M M k k+ + queuing 

system, as illustrated in Fig. 2. The arrival of the tasks is assumed to follow Poisson 

process with rate λ and service time is assumed to follow exponential distribution with 

parameter µ . Hence, with traffic load /A λ µ=  the probability of i tasks in the system 

in steady state is given by
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In order to analyze the impact of load on the proposed model, we use the technique of 

Markov reward model (MRM). Rewards (or cost) are assigned to the states of the model 

developed in Section 2 [12] from the performance model. The reward assigned to a state 

j ∈Ω  is denoted by 
jr . Since state 4 is a state of `no action', hence we assign the reward 

assigned is the probability of no task in the system, to state 4; for states 3, 2 and 1, the 

rewards are assigned on the basis of the number of tasks under process, in these states – in 

state 3 the number of tasks under process is less than 
3 1k + ; state 2 is reached if the 

number of applications exceeds 
3k , but is less than 

2 1k +  and state 1 is achieved only 

when the number of applications exceeds 
2k  but is less than 

1
1k + ; further, in state 0 no 

further tasks are allowed into the system, i.e., the new workload is blocked, therefore the 

reward assigned to state 0 is the probability of the system being full; the check states 
1

C  

and 
2

C  are the PUP states. The data is neither blocked nor dropped in these states, hence 

the reward assigned is 1; in state m , atmost 
2 3

k k−  tasks are dropped and the system is 

restored to the last good state, therefore the cost incurred in this state is the data which is 

lost; similarly, in state M , the entire data is lost, i.e., the entire data which was processed 
till state 1 is lost in state M . The rewards assigned are given below. 

3 2 32 1 1

1

3 2

4 0 3 2 1 0 1

1 1 1 1 1

, , , , , 1, 1, 2, , 
j

k k kk k k

j j j k C m j M j

j j k j k j j

r r r r r r j r rα α α α α α α
−

+

= = + = + = =

= = = = = = = = =∑ ∑ ∑ ∑ ∑  

5. Performance and Dependability Measures 

Fault tolerant systems are characterized by four fundamental properties: functionality, 

performance, cost, and dependability. In this paper we study the dependability of fault 

tolerant systems and its cost. Dependability of a system is its ability to deliver service that 

can justifiably be trusted [13]. In this paper we focus our attention on the availability, 

reliability and maintainability attributes of dependability. We also make a composite study 
of dependability with performance [13, 14]. A brief description of the measures, related to 

the proposed model is given below. 

Availability: The availability of a system is defined to be the probability that the 

system is operative and provides service when requested. We observe that the applications 
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continue to run in the UP states. Hence, the steady state availability of the system is given 

by: 

  

j

j U P

A π
∈

= ∑ . A composite study of dependability and performance is made by 

assigning rewards from the lower level model into the top level model to analyze the 
availability of the system with respect to load. This is called the network performance 

availability (or the cost of availability) of the system, denoted by NPA [14]. N P A  in 

steady state is defined as:

  

j j

j U P

N P A r π
∈

= ∑ . 

Maintainability: The primary goal of a preventive maintenance technique is to 

prevent the failure of equipment before it actually occurs. It is designed to preserve and 

enhance equipment reliability by replacing the worn components before they actually fail. 
But the technique is a logical choice if, and only if, the following two conditions are met: 

firstly, the component in question has an increasing failure rate. In other words, the failure 

rate of the component increases with time, thus implying wear-out (rather than following 

exponential distribution which implies a constant failure rate). Second, the overall cost of 

the preventive maintenance action must be less than the overall cost of a corrective action, 
i.e., the cost involved in maintaining the system should be less than restarting it. If both 

these conditions are met, then preventive maintenance makes sense. Maintainability is 

defined as the probability of performing a successful repair action within a given time. In 

other words, maintainability measures the ease and speed with which a system can be 

restored to operational status after a failure occurs. With reference to our model, the 

maintenance of the system occurs in the states m and M. The probability of system 

undergoing maintenance and network performance maintenance (or cost of maintenance) , 

denoted by B and NPM, respectively, in steady state are given 

by: , m M m m M MB N PM r rπ π π π= + = + . 

Reliability: Reliability is the ability of a system to perform its required function(s) 

under stated conditions for a specified period of time. Mean time to failure (MTTF) is a 

commonly used reliability measure, for quantifying reliability [10]. For the purpose, state 
0 is assumed to be an absorbing state, i.e., no repair action is taken when the system runs 

out of resources or fails for any reason. Hence the state space of the model is partitioned 

into two new subsets: the absorbing state {0} and the transient states {0}Ω − . In this 

case the corresponding one step transition probability matrix of the EMC is given by 

[ ]
i j

P p ′′ = , which is the same as the matrix [ ]ijP p= , except the fifth row which is 

replaced by: [0 0 0 0 1 0 0 0 0]. Using the approach introduced in [10], the MTTF can be 

computed using 

  

i i

i T

M T T F N h
∈

= ∑ where 
i

h  is the mean sojourn time of state i and 

i
N  is the average number of times state i  is visited before the EMC is absorbed,   i T∈ . 

iN  and is obtained using 

  

,  ,   i i j ji
j T

N p N p i j T′

∈

′= + ∈∑ where 
  

[ ]
i i

p p ∈ Ω
′′ =

� �

 

denotes the initial probability distribution of the EMC. In our case, state 4 is the initial 

state, therefore the initial probability distribution is [ ] [1 0  0  0  0  0  0  0  0]ip p′ ′= =
�

. The 

network performance reliability (or the cost of reliability) denoted by NPR is given 

by:

  

j j j

j T

N P R r N h
∈

= ∑ . 
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6. Numerical Illustration 

Variation in dependability and the performance oriented dependability of the model is 

now analyzed with respect to the variation in the parameters. The values chosen for the 

parameters are mentioned in Table 2 and are only for the purpose of numerical 

illustration. The values are chosen on the basis of the mean time spent in each state. 

Table 2: Parameters and their Values 

Parameter Value Parameter Value Parameter Value 

4λ  10 3λ  0.25 2( , )n λ  (2, 0.34) 

1( , )n λ  (2, 0.5) γ  0.2 α  1 

2( , )
m m

µ σ  (0, 0.2) 2( , )
M M

µ σ  (0, 0.7) 
2

p  0.8 

1
p  0.6 

2
T  4 

1
T  2 

Set 1 (10, 18, 23) Set 2 (15, 25, 32) Set 3 (18, 31, 39) 

Rationally, the mean time spent in state 4 is less than that spent state 3 since the time for 

which there are no applications to be processed is very less and such an event occurs 

rarely. Further, the time spent in state 3 is less than the time spent in state 2 and that of 

state 2 is less than that in state 1 since these are the states denoting degraded resources. 

Hence with more incoming data, the system state moves from 3 to 2 and then 2 to 1 

quickly. Also, the average time spent in minor and major maintenance of the system 

should be less than that required for restart. Only then the concept of preventive 

maintenance is useful. Also, the time to check should be short since these are unavailable 

states and frequent checks or checks of longer duration can be disturbing to the user. 

Accordingly the parameters are chosen. Also, the cost of running j applications in a 

particular state  (   )i i∈ Ω  of the system is taken to be the probability of j  applications 

running in the system. In the following, we shall refer to the network performance 

measures as the costs incurred for the corresponding performance measures.  

In Fig. 3, we vary the time to invoke check in state 1, i.e., 
1

T , over [1, 10]. It should 

be understood that 
1T  is the time at the elapse of which check is invoked. An increase in 

1T  is expressive of the fact that there is a delay in invoking the system check. Hence, 

check is invoked less frequently and thereby the maintenance frequency also reduces. 

Now, as shown in Fig. 3 (a) - (d), the availability increases but reliability decreases, 
together with that the steady state probability of the system maintenance also decreases. 

This is due to delay in invoking check. Therefore, the time spent in the UP states is more 

in comparison to that spent in PUP or DOWN states. Since the time spent in the UP states 

is more, hence the system reaches the failure state 0 (or the state where the system 

undergoes a complete restart) more often and so the probability of restart also increases.       
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Figure 3: Performance when 1T  is varied Figure 4: Cost when 1T  is varied 

In Fig. 4, we demonstrate the effect of variation in 
1

T  on NPA, NPR, NPM and the 

cost of restarting the system (NPS), for three different sets of workload, i.e. 
3 2 1( , , )k k k . 

The values assumed for 
3 2 1

( , , )k k k  are mentioned in Table 2 as Set 1, Set 2 and Set 3. 

As 1T  increases, NPA and NPS increases as reflected in Fig. 4(a) and Fig. 4(d). However, 

NPA increases with increase in the values of 
3 2 1( , , )k k k  and NPS decreases. This is 

because as seen in Fig. 4(b), NPM rises, for increasing values of 
3 2 1

( , , )k k k  which is 

indicative of the fact that more maintenance is performed with increase in the workload. 

But NPM shows a decreasing trend with increase in 1T  since the system enters the 

maintenance states less frequently, due to an increasing delay in system check. In Fig. 4(c) 

we observe that NPR decreases which is understood from the fact that with increase in 

workload and decrease in the frequency of checking the system, the reliability of the 

system decreases. 

   

Figure 5: Performance when 
2p  is varied Figure 6: Cost when 

2p  is varied 

Next, we vary p2 and analyze the impact of variation in dependability attributes and 

the probability of restart. In realistic scenarios, p1 and p2 may be dependent upon time or 
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workload or be determined statistically from system behavior. However, for the purpose 

of illustration, we fix p1 at 0.6 and vary p2 from 0.3 to 0.8. The variation in dependability 

attributes with respect to variation in p2 are graphically exhibited in Fig. 5. Here also, as p2 

increases, availability, reliability, maintainability decreases but probability of restarting 

the system increases. This is because an increase in 
2

p  means that the system is mostly 

found in the healthy state and lesser maintenance is performed. Due to lesser maintenance, 

availability and reliability decreases and system requires a frequent restart. Therefore 

restart probability increases with increase in
2p . 

In Fig. 6, we illustrate the effect of increase in 
2

p on NPM and NPS, as workload 

increases. Since lesser maintenance is performed with increasing
2p , NPM reduces. Also, 

the cost reduces with increase in workload since the system reaches the restart state 

quickly with increasing workload. And as frequent restarts are required, therefore NPS 

increases. 

We also conduct a comparison of the proposed model with the model presented in 

[3], which is close to the study performed above. The model presented in [3] is illustrated 

in Fig. 7. From here on, we refer to the model proposed in this paper as ‘Model 1’ and that 

existing in [3] as ‘Model 2’. The CDF of the time spent in the various states of model 2 

are given in Table 3. The results are graphically illustrated in Fig. 8. Beginning with Fig. 

8(a), the availability of Model 2 is initially higher, but then eventually decreases and that 

of Model 1 increases. This is because Model 2 ignores the fact that after a check, the 
system can sustain for some more time. It compulsorily performs a partial or a complete 

rejuvenation. Further, the reliability of Model 1 is higher than that of Model 2 as seen in 

Fig. 8(b). Maintainability of Model 2 is higher than that of Model 1 (Fig. 8(c)). This is 

because of the fact stated earlier that a compulsory maintenance is performed after the 

check. But even then, the probability of restarting the system is higher for Model 2 than 

for Model 1 (Fig. 8(d)). Also, in terms of the cost, (NPA, NPR and NPS) Model 1 
outperforms Model 2. This validates the efficiency of the proposed model. 

 
                                      

Table 3: List of Distributions for Model 2 

 
Figure 7: Degradation model proposed in 

[3] 
 

 

CDF Distribution Parameter Value 

32G  Exponential  
3

λ  0.25 

21G  Exponential  
2

λ  0.34 

10G  Weibull 
1

( , )n λ  (2, 0.5) 

04G  Exponential  γ  0.2 

1DG  Deterministic  
2T  (varied) 

DPG  Exponential 
D

p α  0 . 4  1 ×  

DRG  Exponential (1 )
D

p α−  0 .3  1 ×  

2PG  Log Normal 2( , )P Pµ σ  (0, 0.2) 

3RG  Log Normal 2( , )
R R

µ σ  (0, 0.7) 
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Figure 8: Performance and Cost when 1T  is varied 

7. Conclusion and Future Work 

The paper explores the dependability and the performance oriented dependability of a 

degradable system. The degradable system is modeled via a SMP, since in realistic 

scenarios, the time spent in a degraded state may follow general (non-exponential) 

distribution. Closed-form solution for the steady state of the system is thereafter obtained. 

MRMs are used to analyze the impact of traffic/application load on dependability. It is 
seen that NPM, NPR and NPS reduce with reduce in the frequency of check. Also, NPA 

eventually stabilizes with reduced checks but increases with increasing workload. 

Similarly, when 
2

p  is increased, NPM reduces. A reduced NPM is definitely desirable, 

but this also indicates that 
2p  should be carefully estimated to demonstrate an accurate 

performance of the system. In addition, the values of 
1p  and 

2p  are assumed to be 

constant in this paper. However, they may be time dependent or must be determined 
statistically from the system behavior. We plan to extend to the work in suitable directions 

to incorporate this fact. In addition, a comparison of the proposed model with an existing 

model, conducted in the later part of the paper proves the efficiency of the policy of 

combining the three methodologies of check, repair and restart over using any one of 

them. The interpreted results are useful to regulate a fault tolerant system appropriately. 
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